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1
Decision/action requested

It is requested to approve the proposed content for subclause 8.1.1.2 of TS 33.501.
2
References

[1]
3GPP TS 33.501      Security Architecture and Procedures for 5G System
3
Rationale

The contribution adds the context for clause 8.1.1.2 5G-RAN key identification in TS 33.501[1]. 
4
Detailed proposal

*************** Start of Change 1 ****************
8.1
Security negotiations 

8.1.1
Handling of user-related keys in 5G-RAN

8.1.1.2
5G-RAN key identification

Editor's Note: This subclause is meant to contain content corresponding to TS 33.401 [10], subclause 7.2.2, which is about 5G-RAN key identification. It is FFS whether the text in this subclause should be limited to key set identification parameters sent over interfaces, e.g. eKSI over NAS for identifying a NAS security context or NCC over RRC for identifying an NH key. 
The initial KgNB can be uniquely determined by the key set identifier, i.e. ngKSI, together with the uplink NAS COUNT are used to derive it. The intermediate key NH as defined in clause 8.3.1.1 can be uniquely determined by the key set identifier, i.e. ngKSI, together with the initial KgNB derived from the current NAS security context for use during the ongoing CM-CONNECTED state and a counter counting how many NH-derivations have already been performed from this initial KgNB according to Annex <TBD>. The next hop chaining count, NCC, represents the 3 least significant bits of this counter. 

Intermediate key KeNB*, defined in clause 8, as well as keys non-initial KgNB, KRRCint, KRRCenc, KUPint, and KUPenc in the 5G key hierarchy specified in clause 6.2 can be uniquely identified by ngKSI together with those parameters from the set {Initial KgNB or NH, algorithm distinguisher, algorithm identifier, and sequence of PCIs and ARFCN-DLs used in horizontal key derivations from the initial KgNB or NH}, which are used to derive these keys from KAMF according to clause 8 and Annex<TBD>. 
*************** End of Change 1 ****************
